In past three decades almost everything has changed in the field of malware and malware analysis. From malware created as proof of some security concept and malware created for financial gain to malware created to sabotage infrastructure. In this work we will focus on history and evolution of malware and describe most important malwares.
Introduction
Malware, short for malicious (or malevolent) software, is software used or created by attackers to disrupt computer operation, gather sensitive information, or gain access to private computer systems. It can appear in the form of code, scripts, active content, and other software. 'Malware' is a general term used to refer to a variety of forms of hostile or intrusive software. Malware includes computer viruses, ransomware, worms, trojan horses, rootkits, keyloggers, dialers, spyware, adware, malicious BHOs and other malicious programs; the majority of active malware threats are usually worms or trojans rather than viruses [1] . History of malware can be split to several categories that will also represent timeframe in which events from that category happened. So we will split history of malware in 5 categories. First category is early phase of malware. This is time when first malwares come to life. Second phase is early Windows phase. It will describe first Windows malwares, first mail worms and macro worms. Third part is evolution of network worms. These threats become popular when internet becomes wide spread.
Forth part is rootkits and ransomwares. These were the most dangerous malware before 2010. Then came malware that was made for virtual espionage and sabotage. This malwares were created by secret services of some countries. This is the last phase of malware evolution that we are now facing. In this work we will describe malware evolution in these five phases. Also in this work we will not describe all malware, but just malware that were great game changers, and was most famous by introduced new things in malware world.
Beginnings of malware
There were some malware for other platforms before 1986., but in 1986. appeared first malware for PC. It was virus called Brain.A. Brain.A was developed in Pakistan, by two brothersBasit and Amjad. They wanted to prove that PC is not secure platform, so they created virus that was replicating using floppy disks. It infected booting sector of floppy drive and booting sector of every inserted floppy disk. So anytime infected floppy would be inserted into PC, it would infect it's drive, so the drive would infected again every disk inserted. History of malware This virus did no harm, and authors were signed in code, with phone numbers and address [2] . Intention of early malware writers was to point on problems, rather than make some harm or damage. But later of course malware become more and more destructive. After Brain there were other viruses. One of the interesting is Omega virus. It was called Omega because of omega sign that it was writing in some conditions in console. It was infecting boot sector, but was not doing much damage unless it was Friday 13th. On that day PC could not boot. Michelangelo virus would on Michelangelo's birthday in year 1992 rewrite first 100 sectors of hard disk [3] . Doing this, file allocation table would be destroyed and PC could not boot. V-sign is virus that also infected boot sector and wrote V sign on screen every month. Walker is next virus that was quite visual and appeared in 1992. It was animating walker walking from one side of screen to the other. Ambulance virus was quite similar to Walker, animating ambulance car driving from one side of screen to the other, but it also added sound effects of ambulance car. One of the most interesting virus from the beginning of 1990' was Casino virus. Casino virus would copy file allocation table to memory and delete original file allocation table. Then he will offer a slot game to user. User had to get 3 £ signs if he wants to use his PC and user could try three times. If user restarts machine the file allocation table would be gone, and machine would not be able to boot. Same would happen if user loses -file allocation table would be deleted from memory as well. If user wins the game, virus would copy back file allocation table from memory, and PC could be used normally.
Next big step in malware evolution was introduction of mutation engine (MtE). Mutation Engine was created by Bulgarian hacker who called himself Dark Avenger. It was tool that could add mutation functionality to viruses, so they would be harder detected by anti-viruses. Basically this was first polymorphism module that could take any virus and make it far more invisible. Until mutation engine anti-virus software were finding viruses on PCs using file signatures and changes in file signatures. Introduction of polymorphism made this method ineffective [5] . Virus creation laboratory was first UI tool for creating viruses. User could select features of virus and create it. This made virus creation easy. It has some disadvantages, but almost anyone using this GUI tool could create virus [6] .
First windows malwares
When Windows was released it was interesting for many users since it gives powerful user interface. That simplicity of use attracted many users. Everything that has many users in computing world soon becomes interesting also for attackers and malware creators. WinVir was first Microsoft Windows virus. It was also not doing much harm, it's main feature was that it was replicating, and that it was first virus that has ability to infect windows PE (Portable Executable) files. WinVir was doing little changes to infected files. When infected file was executed, WinVir was looking for other PE files and was infecting them. While WinVir was infecting other files original executed was rolled back to it's original state. To say it simple WinVir was deleting itself. History of malware Monkey was virus that was infecting master boot record of hard drives and floppies. Monkey was moving first block of master boot record to third and inserting it's own code into first block. When infected computer was booted it was running normally, unless it was booted from floppy. In this case "Invalid drive specification" message was printed. One-half or Slovak bomber was one interesting and might be quite destructive virus. It infected master boot record, EXE and COM files, but did not infected files that in name contained words like SCAN, CLEAN, FINDVIRU, GUARD, NOD, VSAFE, MSAV or CHKDSK. These files were not infected because they might belong to some antivirus software, so the virus might be caught by auto-checking algorithms. It was crypting parts of users hard drive using XOR function with some key known to virus. But if user tries to access some crypted file, file was decrypted and user wouldn't notice anything. The problem with this virus was, that if it was cleared inappropriately, crypted files couldn't be retrieved anymore [7] . 
Boza virus message window
Boza was spreading quite slow, but also the spreading algorithm was fast enough that it could not be detected by user. Boza had no destructive routines, but it has one error that caused that under some circumstances infected files could History of malware raise to several megabytes. This was problem on machines which hard disks were just few tens on megabytes large. Virus had activation routine that showed message window on every 31st of any month. Messages were: "The taste of fame just got tastier!" and "From the old school to the new". 
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Worms
At the end of 1980's accidently was created first PC worm. In 1988. Robert Tappan Moris, who was at that time student of MIT wrote a program that will be big game change event in malware history. As part of his project Morris wanted to count computers connected to internet. So he wrote little program that would replicate from one connected computer to another and count. But Morris made a bug, the worm was also visiting computers that it has already visited before. Actually worm was replicating from infected computer to all other connected computers all the time. This generated a lot of network traffic and almost crushed internet of that time. Because of this mistake Morris was arrested and convicted by Computer Fraud and Abuse Act from 1986 [10] . This was also first case that someone was convicted by this law. At that time computers had open ports and connections and replications could be done without use of exploits. In the beginning of internet no one really thought about internet security. This made easy for Morris to make his worm.
But later security mechanisms was implemented and later worms had to use exploits to gain access to computer on network. Internet worms work in way that they have scanning algorithm that scans network. In most cases it tries public or both public and private IP addresses. IP address could be unassigned, or it can be assigned to device that could not be attacked (wrong platform) or patched and protected computer. In this cases worm would not attack. But if computer on IP address is running on right unpatched platform, worm would use exploit to gain access to that computer. After that it would add some payload, that could trigger on some time or do some bad things to system. Then it would again start scanning network and try to propagate from that computer. Code Red is first internet worm that came after Morris worm and that did not needed any user interaction. Also Code Red is first intentionally written worm (Morris worm was malicious by accident). Code Red was spreading in year 2000., and spread over the world in couple of hours. It was successfully hiding from defending mechanisms and had several capabilities that was triggered in cycles. It was attacking IIS (Internet Information service) web servers. First 19 days it only spread over the network using vulnerability in IIS. From day 20 do day 27 it lunched denial of service attacks on couple of websites (ie. Whitehouse). Last 3-4 days of month it would just rest. Nimda was discovered on September 18th 2001.. Nimda fast spread over the world as internet worm. If Nimda letters switch position it would be admiN. Nimda was quite similar to Code Red by scanning network and propagating, but it had additional features. Scanning History of malware algorithm of Nimda was scanning all IP addresses while Code Red was scanning just public IP range. Because of this feature Nimda could go further infecting private networks [3] . Nimda also had ability to change hosted website, so they 
Rootkits and ransomware
RootKits are malware tools that modify existing operating system software so that an attacker can keep access to and hide on a machine. RootKits can operate at two different levels, depending on which software they replace or alter on the target system. They could alter existing binary executables or libraries on the system. In other words, a RootKit could alter the very programs that users and administrators run (for example ls, cd, ps or other programs). We'll call such tools user-mode RootKits because they manipulate these user-level operating system elements. Alternatively, a RootKit could go for the jugular, or in our case, the centerpiece of the operating system, the kernel itself. We'll call that type of RootKit a kernel-mode RootKit [3] . First RootKit ever made was made by SONY Entertainment, and had quite bad impact on SONY's reputation. SONY BMG RootKit was born in year 2005, as idea of SONY to protect copyright of their publications. They had idea to detect and disable coping of their publications using this RootKit to other media. Sony BMG RootKit was part of 52 publications of Sony amongst them albums by Ricky Martin and Kelly Minogue. When CD was inserted in normal CD player or discman nothing would happen. But when CD was inserted in PC, RootKit would be installed, hide itself and all files starting with $sys$. Also it would control how History of malware user accesses music. If user tries to copy RootKit would prevent it. Functionality to hide all files starting with $sys$ used other malware writers to hide their files on system calling malware files with starting $sys$. When RootKit was detected, there was great scandal because Thomas Hesse, Director of global sales in Sony BMG made statement in which he said "Most people, I think, don't even know what a rootkit is, so why should they care about it?". This caused heavy public reaction and had bad impact on SONY image. This is also shown as good example of bad public relations. There was also a law suit which epilogue was that SONY offered customers refund and free music downloads from website. StormWorm was mail worm that came 7 years after LoveLetter, and same as LoveLetter used social engineering to spread. It used fear and horror instead of love, as LoveLetter did. StormWorm start spreading using mail with subject "230 dead as storm batters Europe". Also there was other manifestations as time passes, so some of the subjects of StromWorm were: Infected machines were creating a botnet network. But, since most botnet networks are controlled by one central server, this was not case with StormWorm, which was acting more like peer-to-peer network, so controlling node could change from host to host. StormWorm was installing also RootKit which it used to hide itself. Later variants, starting around July 2007, loaded the rootkit component by patching existing Windows drivers such as tcpip.sys and cdrom.sys with a stub of code that loads the rootkit driver module without requiring it to have an entry in the Windows driver list. Mebroot from 2008 brought one new thing that changed the game -victim could be infected just by surfing internet from browser. It used exploit in browser to gain access to system, and one of the first websites used to spread this malware was official website of Monica Belluci. When Mebroot gained access to victims PC it would install rootkit that could hide him from RootKit detectors, which become part of many antivirus solutions. Mebroot was spying what victim was typing and it was sending this data to attacker. Also this malware was quite good debugged, so it almost never caused crashes of system. Even if it caused crash, it could collect and send traces to attacker so he can debug and fix History of malware the problem. Doing this it was the most advanced malware at that time. Conficer is one of the greatest mysteries in malware history. The intention of malware creator was not found. It used vulnerability in windows and cracking weak passwords for spreading. It would install backdoor, rootkit and created a botnet node on infect machine. It had infected about 10 millions of host. Great mystery is that it had very complex botnet network that was never used for any attack. Interesting ransomware is malware that had crypted victims hard disk, changed desktop background with message and demanded 120$ for decryption key. Interesting thing was that attackers were giving away keys if they were paid. For spreading it used browser vulnerability and infected PDF files with script that downloads and installs this malware. It would change desktop background and place on desktop how-to-decrypt.txt file in which was this text:
Attention!!! All your personal files (photo, documents, texts, databases, certificates, kwm-files, video) have been encrypted by a very strong cypher RSA-1024. The original files are deleted. You can check this by yourselfjust look for files in all folders.
There is no possibility to decrypt these files without a special decrypt program! Nobody can help you -even don't try to find another method or tell anybody. Also after n days all encrypted files will be completely deleted and you will have no chance to get it back.
We can help to solve this task for 120$ via wire transfer (bank transfer SWIFT/IBAN). And remember: any harmful or bad words to our side will be a reason for ingoring your message and nothing will be done.
For details you have to send your request on this e-mail (attach to message a full serial key shown below in this 'how to..' file on desktop): [email address]
Virtual sabotage and espionage
In year 2010., one big step in malware evolution happened. Malware is no more seen just like thread for businesses, personal finances or files. Military, police forces and secret agencies of several countries got involved in malware creation. Malware is now seen similar as any other weapon. US government declared that any US army keeps right to respond to cyber attack with physical attack. Dropping bombs and cyber attacks using malware are seen as equal things. Also, malware become capable of doing almost same damage as bomb, but without risking human lives. The best example for that is malware called Stuxnet, which was discovered in summer 2010.
Stuxnet is a first so called super malware, found in June 2010., but when it was found it is realized that it was spreading undetected for about a year. When Stuxnet was detected it has History of malware already done what it was built for. It is believed that Stuxnet was created to destroy or at least slower down Iranian nuclear program. Stuxnet physically sabotaged turbines for uranium enrichment by changing rotation frequencies. This was done in way that was not seen before. Stuxnet was spreading over the USB stick, where turned off auto run or auto play option would not help. If USB stick was inserted in infected PC it would be infected and if infected USB was inserted in PC, PC would be infected. No anti-virus was able to detect it. Stuxnet used rootkit to hide itself on infected machine and it would do nothing else but replicating to other inserted USB sticks. For gaining control over the PC it used 5 exploits from which 4 was on the day when Stuxnet was first detected 0-day exploits. It would activate it's routines just in case it PC was attached to particular Siemens
Step 7 controller, and the PC would be used for programming of controller. Even in that case it would not do anything, if the controller is not attached to particular industrial system. In that case it would changes frequencies of rotation system, and it would also reprogram tools for automatic response, so it would look for them as the system works correctly. Stuxnet contained valid certificate, and when it was blacklisted in one day period it changed its certificate. It had death date set on June 24th 2012., when all instances of Stuxnet would kill itself. It is believed that this malware was created by secret services of USA and Israel. None of these countries confute or confirmed this [12] . DoQu is malware which had similar code base as Stuxnet. It is believed that Stuxnet and DoQu have same origin and same authors. Operation Stuxnet and DoQu are also in correlation in many sources. DoQu used same exploits as Stuxnet, but it has different purpose. It had purpose to gather information about victims, in other words its purpose was to spy infected PCs. DoQu was written in higher programming languages, which is unusual for malware, because most of malware is written either in assembler, C or eventually in C++, or in some of scripting languages as Python or Lua. DoQu was written in object oriented C, and it is believed that is was compiled using Microsoft Visual Studio 2008. Flame is the most complex malware that have been seen. It was found in 2012. and most of computers was infected in Near and Middle East. It is also believed that was created by Israel and US secret services and military. This is modular malware, that can be controlled by attacker and he can add new modules remotely. With all its modules it can be 20MB large. Flame could spread over the USB port or by network. It used rootkit capability to hide itself on infected system. It had capability to record audio, video, skype calls, network activity, to steal files from hard disk and send to attacker. In the moment when antivirus companies gathered sample of Flame for analysis, Flame was destroyed remotely by attacker who send kill command, which destroyed all the instances of Flame malware. Flame is written in Lua and C++, and as Stuxnet and DoQu it had valid stolen certificate.
Conclusion
It has passed more than 25 years since first malware for PC came out. Malware evolved, but some of the principles remained the same. First malware Brain.A spread over floppy disks, Stuxnet -one of the most complex malware -spread over the USB drives. History of malware Purposes and motives for malware creation changed from exibitionism, over revenge and profit to espionage and sabotage. Profit is still great motivator for malware creation, and it will continue to be in future. Military purposes such as espionage and sabotage were proven as success for malware creators. We can expect more of military malware and cyber warfare in future, since it is quite safe for attackers and can cause same damage as military attacks with all its fire power. It has to be seen how antivirus companies would deal with this kind of attackers with almost limitless resources for malware creation on one field and profit wanting malware creators on the other field. Still we might see some other purpose of malware creation in future in some game changing event such was Stuxnet when we are talking about military use of malware.
